5
challenges
for Energy & Utility
control room managers

Tackling the new operational
challenges in energy & utilities
control rooms
Utility control room managers are facing major challenges that too often hinder
their ability to make informed decisions. Just like in everyday society, information
in all its forms has become abundantly available, delivered automatically by a
growing number of industrial devices and sensors.
At the same time, a global pandemic has forced many businesses, including
utilities and energy companies, to change their workflows almost overnight. As the
workforce is becoming more dispersed, control room managers are looking for
ways to lead their facility or service in a secure, reliable, and efficient way.
The stakes are high for energy and utility companies. Amid all these changes,
they need to ensure the high availability of our energy, which is the engine
of our economy, and guarantee production and distribution in the best
possible way.
In this eBook, we have identified 5 major challenges to be faced by control
room managers in the coming years.

5 challenges
for utility
control room
managers

1.

2.

Information overload

Complex workflows

Control room managers and
operators need to manage an
increasing number of content
sources.

A dispersed and remote workforce
has made workflows more complex.
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Cybersecurity threats

Digital transformation

The speed of change

The blurring line between IT and OT
have made cybersecurity an even
greater challenge.

De-centralized energy generation
has made digital transformation
necessary for utilities.

Control room managers need to
understand the needs of the next
generation of operators and develop
strategies to overcome disruptive
technology changes.

1.

Information overload

Control room managers and operators today depend on more data and
information to make informed decisions. Operators are adding more content
sources to their personal work area and need to be able to work with
an increasing amount of applications and systems, including Energy
Management Systems (EMS), Outage Management Systems (OMS),
Distribution Management Systems (DMS), Distributed Control Systems
(DCS), Supervisory Control and Data Acquisition (SCADA), and many more
HMIs.
In the context of more efficient operations, control room personnel
need to take an ever more proactive role, from purely monitoring data
to making informed decisions about network performance, use of
assets, and impending outages. Sometimes, operators even need to
combine data monitoring with previously non-essential tasks such
social media monitoring or facility access control.

1.

Information overload

A muddled Common Operational Picture (COP)
Since the early days of digitalized control rooms, operators have
always relied on big overview screens to display information that
cannot be presented on the operator workspace. The overview
video wall typically shows grids, dashboards, graphs, and status
overviews, while, smaller operator screens and workstations
provide complementary information that enable users to focus
on specific tasks and information streams.
However, with the increased amount of data being added to the
COP and operator workspace, control room personnel often lack
clear visibility of the information at hand. Operators often need
to split their attention between multiple displays and interact with
multiple systems to keep up to date. While it is becoming difficult
to efficiently organize all sources in a single overview, operators risk
becoming confused. This results in slower decision-making or even in
making wrong decisions.

2.

Complex workflows increase the pressure

The COVID-19 pandemic has forced many companies to change the way they
organize work, and this is no different for utility companies. For reasons of social
distancing and to avoid contamination among the workforce, control room
managers are looking for safe ways to continue operations, either in dispersed
locations inside the control room facility or on different sites.
Non-critical staff and personnel working for supporting services can often
perform their duties from home, by working over a secure internet connection.
This contrasts with critical operators, who still need to report to their worksites
and perform required tasks to keep businesses in operation.[1]

2.

Complex workflows increase the pressure

Increased complexity and workload
As a result of a dispersed workforce,
workflows are becoming more
complex. The need for quality
communication and collaboration
tools has increased significantly.

At the same time, the pressure on
control room operators is increasing.
Tasks and responsibilities that cannot
be performed by remote employees,
need to be taken over by on-site

operators. As their workload increases,
operators are looking for tools that
can optimize their efficiencies and
accelerate their workflows.

3.

Cybersecurity threats

The utility sector has traditionally been a target of cybersecurity attacks [2]
An increasing amount of cyberthreats comes from nation states
who are trying to cause economic disruption,
cybercriminals who hope to achieve financial
benefit, or so-called hacktivists who want to
publicly communicate their opposition against
utilities’ projects or agendas.[3]
The ongoing global pandemic also has a negative
impact on cybersecurity in the business world.
As the workforce is working remotely, companies
increasingly rely on hybrid IT systems, leading to a
greater insecurity and risk exposure.
For utilities, cyberthreats can have severe implications
including regional or temporary service disruptions and
theft of customer information.[3]

3.

Cybersecurity threats

Potential threat impacts

Generation

Transmission

Distribution

Network

Disruption of service and
ransomware attacks against
power plants and cleanenergy generators

Large-scale disruption
of power to customers
through remotely
disconnecting services

Disruption of substations
that leads to regional loss
of service and disruption of
service to customers

Theft of customer
information, fraud, and
disruption of services

Root cause:

Root cause:

Root cause:

Legacy generation
systems and clean-energy
infrastructure designed
without security in mind

Physical security
weaknesses allow access to
grid control systems

Distributed power systems
and limited security built
into SCADA1 systems

Large attack surface of IoT
devices, including smart
meters and electric vehicles

Root cause:

Electric utilities can be affected by cyberattacks across the whole value chain. Courtesy: McKinsey & Company
Supervisory control and data acquisition
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3.

Cybersecurity threats

Increased cyber awareness 		
The utilities sector is aware of the risks associated
with cybersecurity, although continuous vigilance
and a structured cybersecurity approach remains
necessary. Public authorities like the North American
Electric Reliability Corporation (NERC) make sure that
risks that may affect reliability and security of the grid are
managed effectively. Security standards, like the NERC’s
Critical Infrastructure Protection (CIP) program, address the
security of cyber assets that are critical to the operation of the
grid.[4]
In April 2019, the European Commission issued Recommendation
(EU) 2019/553, which contains guidelines that energy grid
operators should consider when making decisions about
infrastructure. These measures include cybersecurity risk analysis
and preparedness particularly for legacy systems, updating
software and hardware, and establishing an automated monitoring
capability for security events in legacy environments.

3.

Cybersecurity threats

Control rooms have been relatively successful in managing cyber threats,
especially because critical operational technology (OT) – such as SCADA
systems, PLCs, embedded computing, or other industrial hardware – has
traditionally been completely separated from other IT and corporate
systems and the internet.
However today, the situation is becoming more complex. IT and OT
data are being exchanged increasingly. Due to the rise of smart meters
and the Industrial Internet of Things, OT has started to use IT networks
for communication, and consequently, the border between IT and OT
is getting blurred.

4.

Digital transformation

Digital transformation is changing how companies
and society operate. Businesses are increasingly
digitizing their workflows and adopting cloudbased services to manage their operations.[5]
However, in the utility sector – where managing
mountains of information is critical for continued
operations – organizations still find it difficult to
reinvent themselves as digital enterprises.[6]
This slow acceptance of digital strategies has
several reasons. Utilities typically have complex
legacy operations and IT environments that inhibit
fast innovation. In addition, managing utilities
is all about being stable, reliable, and secure.
That is why this sector is often cautious about
experimenting with innovation and embracing new
digital workflows.

4.

Digital transformation

Digital technologies increase business value
Digital transformation will be a prerequisite for utilities to remain competitive,
especially with the advent of green energy and de-centralized energy generation.
However, many legacy systems are still part of our energy system today. These
were built without any consideration for cybersecurity. These systems now need
to interact with the most recent state-of-the-art equipment for automation and
control, such as smart meters or connected appliances, and devices from the
Internet of Things, without exposure to cyber-threats
In addition, as end customers become more demanding and outspoken, digital
technologies can help energy companies to improve interaction with the
customer and increase response times in case of incidents.

5.

The speed of technology change

To meet new business requirements, applications and systems often need to
be added to the operator workflow. Control rooms built on a closed design will
have difficulty adapting to these changing workflows.
With many control systems, the design isn’t always scalable: they have a finite
number of inputs/outputs, limited possibilities for system growth, or upgrade
paths. As a result, control room managers face integrating expensive linking
equipment, incorporating old technology, or starting all over with a new system.
None of these are viable options for the long-term.

5.

The speed of technology change

Scalable control rooms
Many utilities have reached the 20-year milestone of their digital control room
and have arrived at a decisive point in their upgrade cycle. Many control rooms
are now considering taking their first steps towards distributed and networked
operations.
To make sustainable technology choices, control room managers will need to
understand very well what the next generation of operators and other control
room stakeholders require from their control room. At the same time, they will
need to develop strategies to overcome disruptive technology changes and
explore how they can leverage modern technologies to optimize the operator
workspace.[7]
Networked control room operations can enable control rooms to scale and
respond to future needs, but also improve operator comfort and efficiency
compared to more traditional control rooms.

The road ahead
How can utility control rooms
prepare for these future challenges?

Personal Operational
Picture (POP)

Remote and
secure

Agnostic and
scalable

The utility control room operators of
tomorrow will need to be capable
of managing a multitude of data and
information sources. They will need a
Personal Operational Picture (POP): a
personalized, user-friendly workspace
that offers clear visibility on a variety of
tools and applications.

Control room technology of the
future will be able to reconcile the
requirements of a dispersed operator
workforce and an increasingly
demanding cybersecurity landscape.
The operator workspace will be userfriendly without compromising the
reliability and security of the utility’s
vital service.

The control room of tomorrow
will embrace digital workflows and
adopt system-agnostic solutions that
enable energy & utilities control room
operations to scale and adapt to
disruptive technologies.
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