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The role of Network Operations Centers (NOC) and Security Operations Centers
(SOC) has become more prominent in today’s digital business landscape. Many
organizations are scaling their digital transformation efforts and therefore,
monitoring the performance and security of their company networks is critical to
their business.
The role of the NOC and SOC operator has become more challenging as well. With
an increased amount of event data coming from a wide range of IT monitoring
tools, it is more difficult than ever for operators to detect anomalies, make
accurate decisions, and quickly resolve issues. In addition, legacy
control systems and applications often lack an intuitive interface
that allows operators to work efficiently.
At the same time, a global pandemic has forced many NOCs
and SOCs to change their workflows almost overnight.
Remote and hybrid working are becoming the norm, but
these new ways of working put pressure on control room
managers who want to lead their facility or service in a
secure, reliable and efficient way.
In this eBook, we have identified 5 major challenges
that NOC and SOC managers will need to face in the
coming years.
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The rise of NOC & SOC

Information overload

Organizations increasingly rely on
NOCs or SOCs to monitor network
health and performance, and to
keep their business free from cyber
threats.

Control room managers and
operators manage an increasing
amount of content sources.
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Greater UX expectations

Remote and distributed

Cybersecurity threats

Operators have grown familiar with
user-friendly consumer applications
and devices and expect the
same user-friendliness from their
workspace.

As a result of a dispersed workforce,
workflows are becoming more
complex.

As organizations are scaling their
digital transformation efforts, they
are facing enormous cybersecurity
challenges.

1.

The rise of the NOC & SOC

All over the world, businesses have been working on digitization for many
years, but recently more and more companies are betting on a complete
digital transformation. Businesses are adapting their business models
to remain efficient: they are introducing digitized workflows, they use
cloud solutions to deliver critical business services, they collaborate
digitally and they offer interactive products.
For most organizations, the drivers of digital transformation are
operational efficiency, cost reduction, an improved customer
experience, and remaining competitive in the long term.

COVID-19 drives the cloud
For many businesses, the global COVID-19 pandemic has
accelerated the decision to implement cloud-based solutions and
workflows. Communication and collaboration tools such as video
conferencing and unified messaging have become well established
in a few months’ time. And the demand for digital services is still
increasing.

1.

The rise of the NOC & SOC

Networks are business-critical
In the new reality of digital transformation, the company network
infrastructure is more important than ever. The network no
longer has a business-supporting role, but it has become central
to many companies’ revenue-generating business services.
Now more than ever, organizations depend on their network
infrastructure to provide agile, flexible, and scalable business
operations. Without a fast network that can securely deliver digital
services, digital transformation risks coming to a halt.
As the network is becoming a key enabler for businesses in the
digital age, companies are looking for a way to improve their
network performance and safeguard their business continuity. They
therefore increasingly rely on in-house or third-party NOCs or SOCs
to keep a close eye on network health and performance, and to rapidly
resolve issues as they arise.[1]

2.

Information overload

NOC and SOC operators play a crucial
role in maintaining their customers’
network uptime and ensuring business
continuity.[2] And yet, being in the front
line and often immediately facing the
customer, operators are struggling
more and more with information
overload. Event data coming from IT
monitoring tools generate a constant
flood of alerts and operators are
challenged to detect and analyze
events and incidents in a timely way.
This often leads to alert fatigue, due

to the multiple systems that have
to be supervised and the countless
indicators of compromise associated
with them.[3]
In an effort to scale their service
offering, NOCs and SOCs often
require their operators to add more
tasks to their workflow. Next to
monitoring systems, they need to
troubleshoot problems, track and
document issues and resolutions
in detail through a designated
ticketing system, report incidents,

and escalate complex incidents to
higher management. In a NOC/
SOC combination, operators have to
deal with additional tasks like access
control, intrusion detection and threat
intelligence.
To make more informed decisions,
but also to reduce the mean time to
respond (MTTR), automations and AIdriven applications are often added to
the workflow, allowing operators to
focus on more value-adding tasks.

2.

Information overload

A crowded Common Operational Picture (COP)
Since the early days of control rooms,
operators have always relied on big
overview screens to display data that
cannot be presented on the operator
workspace. The overview video wall
typically shows grids, dashboards,
graphs and status overviews, while,
smaller operator screens and
workstations provide complementary
information that enable users to focus
on specific tasks and information
streams.

However, with the increased amount
of data that is added to the COP and
operator workspace, control room
personnel often lack clear visibility of
the information at hand. Operators
often need to split their attention
between multiple displays and quickly
interact with multiple systems to
keep up to date. While it is becoming
difficult to efficiently organize all
sources in a single overview, operators
risk becoming confused. This results
in slower decision-making or even in
making wrong decisions.

3.

Greater UX expectations

In the consumer world, fluid sharing of visual information has
become the norm. The multitude of social media platforms has
turned image and video sharing into second nature. Wireless
internet connection is almost considered as a given. With the
advent of the smartphone about a decade ago, the way products
are built and designed changed drastically. The user interface and
user experience changed from being a by-product to the product’s
actual competitive advantage. [4]
That same consumer experience is now expected in business
applications. Just like users of consumer products, business users
expect their applications to be intuitive and easy to use. The same
is true for control room operators.

3.

Greater UX expectations

Flexible workspace solutions
Traditionally, the bar for the design of consumer applications was set higher,
while the design of business applications was lagging behind. This is gradually
changing. Business leaders and control room managers now realize that the
cost of poorly designed systems and applications can be high.
In the context of the control room, a bad user interface can result in increased
complexity, reduced productivity, and ultimately in making slow or wrong
decisions. In order to make fast decisions, operators not only need an intuitive
interface, but also a responsive one: they need to be able to locate, unlock and
interact with a source as quickly as possible, and work with their sources with
the lowest latency.
In today’s NOCs and SOCs, operators have come to expect more from their
working environment. They are comparing their workspace to their experiences
with consumer applications, and these experiences start to weigh in on the
selection of professional control room solutions.

4.

Remote and
		distributed working
The COVID-19 pandemic has forced many companies to change the way
they organize work, and this is no different for NOCs and SOCs. For reasons
of social distancing and to avoid contamination among the workforce, control
room managers are looking for safe ways to continue operations, either in
dispersed locations inside the control room facility or on different sites. [5]
Non-critical staff and personnel working for supporting services can
often perform their duties from home, by working over a secure internet
connection. This contrasts with critical operators, who still need to
report to their worksites and perform required tasks to keep businesses in
operation.

4.

Remote and distributed working

Increased complexity and workload
As a result of a dispersed workforce,
workflows are becoming more
complex. The need for quality
communication and collaboration
tools has increased significantly.

At the same time, the pressure on
control room operators is increasing.
Tasks and responsibilities that cannot
be performed by remote employees
need to be taken over by on-site

operators. As their workload increases,
operators are looking for tools that
can optimize and accelerate their
workflows.

5.

Cybersecurity threats

As businesses continue to go digital and adopt enabling technologies such
as cloud, mobility, and the Internet of Things (IoT), they are facing enormous
cybersecurity challenges.[6] Large corporations, such as financial and high-tech
companies, have been a preferred target for cybercriminals for many years, but
also non-Fortune 500 businesses find it more difficult than ever to cope with
today’s avalanche of cyber-attacks.
It goes without saying that the cost of cyber-attacks can be enormous.
In addition to possible financial losses, there can be huge negative effects on
an organization’s reputation.

5.

Cybersecurity threats

Increased cyber awareness 		
As cyber criminality is one the rise, organizations increasingly rely on NOCs and SOCs
to guarantee their quality of service and business continuity. But with an increasing
sophistication and frequency of cyber attacks, NOC and SOC managers now
increasingly shift their focus from preventing incidents to identifying, managing and
containing incidents, in order to minimize the impact to the organization.

Security tool sprawl
Although during the past decade, there has been
a global growth in IT spending, especially
for cybersecurity tools, organizations often lack
an integrated toolset. This has resulted in a so-called
tool sprawl which has left many organizations feeling
overwhelmed.[7] In the long run, the abundance of security
tools can lead to reduced productivity and efficiency, and
increased chances of missing critical incidents.[8]

The road ahead
How can NOC and SOC managers
prepare for the future?

Personal Operational
Picture (POP)

Putting
user-friendliness first

Remote and
secure

The NOC or SOC operators of
tomorrow will need to be capable
of managing a multitude of data and
information sources. They will need a
Personal Operational Picture (POP): a
personalized, user-friendly workspace
that offers clear visibility on a variety of
security tools and applications.

NOCs and SOCs will need to
implement ergonomic and intuitive
workspaces, not because these
are better for the operator, but also
because they enable operators to
make more accurate decisions and
respond to incidents more effectively.

Command and Control centers
will need scalable solutions, with
system architectures that allow for
easy expansion. The control room
of the future will need to be able to
handle a growing number of sources,
applications and systems, and at the
same time present this information to
the operator in the most user-friendly
way.
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