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Control rooms are critical in maintaining national safety and in guaranteeing
uninterrupted availability of public services. However, due to several trends, it has
become harder for control room managers and operators to achieve situational
awareness and to make informed decisions.
Control room operators are dealing with an increasingly complex Common
Operational Picture (COP), consisting of a growing number of information sources,
and coming from different agencies. Efficiently accessing and analyzing this
content has become more difficult.
At the same time, a global COVID-19 pandemic is having a severe impact
on control room operations worldwide and has increased the urgency for
organizations to adopt digital, remote, or distributed workflows.
In this eBook, we have identified 5 major trends that impact Command & Control
center operations today. If military and government control rooms want to remain
relevant and succeed in fulfilling their core mission, they will need to meet these
trends head on.
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Information overload

Greater UX expectations

Control room managers and
operators need to manage an
increasing number of content
sources and applications.

Operators have grown familiar with
user-friendly consumer applications
and devices and expect the
same user-friendliness from their
workspace.

3.

4.

5.

Complex workflows

Increased cyber threats

Digital transformation

A dispersed, socially distant
workforce has made workflows
more complex.

Remote operations and increased
digitization have made cybersecurity
an even greater challenge.

Organizations are readier than ever
to adopt digital workflows.

1.

Information overload

Control room operators in Military & Government are struggling
to manage a growing amount of information sources. With the
proliferation of cameras, sensors, smart devices, and infrastructure,
more information is coming in that can be used to make informed
decisions.
Camera footage, video analytics, GIS maps, floor plans, data
dashboards, live news and social media are just some of the
many applications included in today’s Common Operational
Picture. In military environments, a growing network of sensors,
including static ground sensors, soldier-worn sensors, UAV-based
monitoring sensors, and other IoT devices that use cloud and
edge computing are creating the Internet of Battlefield Things to
offer the military enhanced situational awareness.[1]
More applications will result in more alarms. As operators are
exposed to a growing number of frequent alerts, they risk
becoming desensitized to them. This alert fatigue can lead to
longer response times or missing important alarms.

1.

Information overload

Complex Common Operational Picture (COP)
The increasing amount of information and the need to combine
information from different stakeholders is making the COP more
complex. Control room personnel often lack clear visibility of the
information at hand on their personal workspaces. Operators often
need to split their attention between multiple displays and interact
with multiple systems to keep up to date. While it is becoming
difficult to efficiently organize all sources in a single overview,
operators risk becoming confused. This results in slower decisionmaking or even in making wrong decisions.
The many different systems and applications that need to be
monitored often reside on different isolated networks, making secure
access and user-friendly integration into a single workspace more
difficult.

2.

Greater UX expectations

Control room personnel often must perform 8 to 12-hour shifts,
monitoring a multitude of different content sources, ranging from
operational data, CCTV video, and overview graphs to internet
and office applications. These long shifts combined with a
sedentary working environment can lead to physical problems and
productivity issues.[2]
To cope with this growing amount of data, operators are often
using multiple display monitors and multiple keyboards and
mice, because applications exist on separate networks and
must be managed through different computers. Constantly
switching between these diverse sources and applications can
add complexity and strain to the operator workflow. Efficiently
organizing all the relevant content on the workspace displays
therefore becomes increasingly challenging.

2.

Greater UX expectations

Ergonomics and UX win war for talent
Despite the growing complexity in today’s military & government
control rooms, personnel are starting to have greater expectations
when it comes to user experience. Just like anyone else, operators
have grown familiar with the user-friendliness of consumer
applications and devices, such as smartphones and tablets. The
legacy control room systems and outdated user interfaces are
often in sharp contrast with those consumer tools, and only
add to the frustration and diminished productivity of the
operator.[3]
As government recruiters are facing an uphill
battle when it comes to hiring new talent,
improved workspace ergonomics can be a
way to make working conditions for new
hires more attractive or to keep current
employees on board.

3.

Complex workflows increase the pressure

The military and government sectors
have a long-standing tradition of inperson collaboration and face-toface communication. However, due
to the global COVID-19 pandemic,
government control rooms have been
forced to step out of their deeply
ingrained physical workflows and
adapt to a new workplace reality.

For reasons of social distancing and
to avoid contamination among the
workforce, control room managers
are looking for safe ways to continue
operations, either in dispersed
locations inside the control room
facility or on their different sites.

Non-critical staff and personnel
working for supporting services can
often perform their duties from home,
by working over a secure internet
connection. This contrasts with critical
operators, who still need to report to
their worksites and perform required
tasks to keep operations going.

3.

Complex workflows increase the pressure

Flexible workspace solutions
As a result of a dispersed workforce, workflows are becoming more
complex. The need for quality communication and collaboration tools
has increased significantly. Control room managers are now looking for
flexible solutions that allow control room personnel to:
• Easily access data and applications from any network on any 		
workstation
• Work from any connected workstation in the control room
or on site with the preferred workplace settings
• Share critical data with other workstations
with varying security access
• Connect in a flexible way to a variety of secured
network sources

4.

Increased cyber threats

Government and public agencies worldwide are
increasingly vulnerable to cyber-attacks, putting
the information of millions of their citizens at risk of
exposure. Government agencies and control rooms
are a prime target for hackers, criminals and hostile
foreign entities who seek to cause disruption or
obtain sensitive information. As cyber-attacks are
increasing, they can harm public trust and reduce the
government’s ability to deliver critical services.[4]
Governments are increasingly bringing their services
online, which increases the chance of security issues.
But also, inside the government control rooms, more
IP-based solutions are being used, putting facilities
at a higher security risk. Often relying on legacy
systems, securing the control room network and IT
infrastructure has become a growing concern for
control room managers.

4.

Increased cyber threats

Dispersed workforce increases cyber risks
The COVID-19 pandemic has forced many government agencies to produce creative
ways to continue operations. Many agencies have reorganized their control room
operations into separate locations in the same facility or on different sites in order to
adhere to social distancing measures. For IT departments, it has become challenging
to offer operators smooth and secure access to their relevant
applications across multiple networks.

5.

Digital transformation

Government and military agencies have long been hesitant to
fully embrace digital transformation. But today, as with remote
work, a global COVID-19 pandemic has increased the pace in
which organizations are adopting digital workflows.
Whereas digital transformation was often blocked out of
concern of having to cut back on personnel, government
officials now realize that digitization can be a way to reduce costs
and spend taxpayer’s money more efficiently without having to
reduce head count.[5] Agencies are now increasingly adopting
cloud-based solutions based on open standards and commercial
off-the-shelf (COTS) IT infrastructure.[6]

5.

Digital transformation

Digital workflows that scale
Control rooms need to manage a
growing number of content sources
and applications and need to
integrate an ever-increasing amount
of collaborative information. Digital
transformation can help to prepare

government agencies for a future
where achieving situational awareness
is becoming even more complex and
based on continuous flood of data.
By embracing digital transformation
and choosing capable control room

technology, organizations can realize
the benefits of increased flexibility,
scalability, and more streamlined
processes, not only during the
pandemic, but also well into the
future.

The road ahead
How can military & government control rooms
prepare for the future?

Personal Operational
Picture (POP)

Remote
and secure

Scalable

The control room operators of
tomorrow will need to achieve
situational awareness based on
a growing number of data and
information sources. They will need a
Personal Operational Picture (POP): a
personalized, user-friendly workspace
that offers clear visibility on a variety of
sources and applications.

Control room technology of the future
will be able to reconcile the needs of a
dispersed operator workforce and the
increasingly demanding cybersecurity
requirements. It will be able to
securely combine information from
different agencies and jurisdictions
into a combined COP, with content
coming from different isolated
networks, and without compromising
the security of their operations.

Control rooms will need scalable
solutions, with system architectures
that allow for easy expansion. The
control room of the future will need to
be able to handle a growing number
of sources, applications, and systems,
and at the same time present this
information to the operator in the
most user-friendly way.
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